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Contextualizagdo

A segurang¢a da informag¢do é o processo de controle que envolve varias medidas
necessadrias para manter e preservar a informagdo de um determinado conjunto, sendo
esse conjunto uma organizagdo ou um ativo. Protecdo essa contra agentes maliciosos, que

ameagaom de forma direta ou indireta os ativos detentores de informagdes sensiveis e ndo
sensiveis (SOLMS; NIEKERK, 2013).
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Contextualizagdo
Mecanismos de Defesa

Infraestrutura Host
Contrglador - L

TR 3 ‘Esg -E' Defesa de Origem e Extremidade
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Ativos Adicionais
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Internet i o —— Defesa intermediaria da rede
- —)
3
! Defesa baseada em host

—
—
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Contextualizagdo

Harodware Performance Counters (HPCs) / Contadores de Desempenho de
Hardware

Séo parte de uma unidade especial e dedicada pertencente o estrutura da CPU,
chomada Unidade de Monitoromento de Desempenho (PMU), que pode acessar
informagdes detalhadas sobre as execugdes dos processos no sistema. —

e Depuragdo de Hardware;

e Coleta limitadq;

e Tipo e o nimero de eventos disponiveis variam; ( intel
e Sdo cumulativos e medidos ao longo do tempo entre intervalos;

e Fornecem informagdes detalhadas sobre desempenho.
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Contextualizagdo

perf list
List of pre-defined events (to be used in

cpu-cycles OR cycles Hardware event]
instructions Hardware event] perf stat
cache-references Hardware event]
cache-misses Hardware event] Performance counter stats for ‘make':
branch-instructions OR branches Hardware event] 83723

3.45
branch-misses Hardware event] utilized
bus-cycles Hardware event] ' op e Sl L
cpu-migrations:u - K/sec
page-faults:u . M/sec
cycles:u - GHz
instructions:u - insn per

248 task-clock:u (msec) . CPUs

L1-dcache-1loads Hardware cache
L1-dcache-load-misses Hardware cache
L1-dcache-stores . Hardware cache ‘ branches:u ; W/sec
L1-dcache-store-misses Hardware cache .07 branch-misses:u : of all
L1-dcache-prefetches Hardware cache
L1-dcache-prefetch-misses Hardware cache
L1-icache-loads Hardware cache
L1-icache-load-misses Hardware cache 4.684747000 seconds user
L1-icache-prefetches Hardware cache : 1 seconds sys
L1-icache-prefetch-misses Hardware cache
LLC-1oads Hardware cache
LLC-load-misses Hardware cache
LLC-stores Hardware cache
LLC-store-misses Hardware cache

00 O N
Ul o N
w Ul 00

seconds time elapsed
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Justificativa

Tendéncia de ataques crescente
Prote¢do tradicional insuficiente

Conjunto de dados incompativeis

v v ¥V

Hardware ndo escalonavel
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Objetivos

e Desenvolver um mecanismo de detecgdo ndo intrusiva para classificagdo de situagdes
de ataques de DDoS em servidores de segmento corporativo.

e O mecanismo também possibilitara a classificagdo de perfis comportamentais através
da sele¢do das caracteristicas e dos HPCs mais influentes.

e Criar um mecanismo de contramedida e tomada de decisdo para mitigar atoques
DDoS e situagdes adversas no sistema.
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Solugdo Proposta
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Solugdo Proposta

Etapa 1 Etapa 2 Etapa 3

Diagnéstico e - Mitigacdo & Tomada de
Selecao de Caracteristicas » Classificacao/Detecgao » Decisao

10
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xClassificador‘

Solugdo Proposta

Random Forest(RF)/ Floresta Aleatdria N\ N VaNEEAN

e A execugcdo ndo acontece com base em todas as varidveis disponiveis.

e O algoritmo ird escolher de maneira aleatdria algumas varidveis, e entdo realizar os
calculos com base nas amostras selecionadas, para definir qual dessas varidveis
serd utilizada no nd raiz.

e No préximo nd, novamente serdo escolhidas duas (ou mais) varidveis, e o processo
de escolha se repetird. Desta forma a drvore serd construida até o ultimo né.

e Depois que o modelo é gerado, as previsdes sdo feitas a partir de votagdes. Cada
arvore toma uma decisdo a partir dos dados apresentados. A decisGo mais votada

é a resposta do algoritmo.
il
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Estudo de caso

Ferramental

Carga de trabalho Ataque Dos/DDoS

H.O.I.C (High Orbit ION Cannon)
H.U.LK. (HTTP Unbearable Load King)
L.O.I.C. (Low Orbit lon Cannon)
SwitchBlade

APACHE

/ Meter”

L0 d O o

Tor's Hommer
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Estudo de caso
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Ferramentas de Carg a de Trabalho e DDoS

Pagina Web
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Web Server

Web server outages caused by a Distributed Denial of Service (DDoS) attacks have increased
considerably over the years. Intrusion Detection Systems (IDS) are not sufficient to detect
threats in the system, even when used in conjunction with Intrusion Prevention Systems
(IPS) and even considering the use of data sets containing information about typical situa-
tions and attacks on the system’s service. Performing analyzes with a very dense amount of
observed variables can cost a significant amount of host resources. Furthermore, these data
sets are at risk of not representing the system's behavior properly, and they cannot always
be shared as they may contain conﬁdenua] information in the diagnostic data. This paper

presents a non-intrusive d hodol: ds

to selecth

performance counters
in HTTP flood DDoS attacks on enterprise-level web servers, combining methods and tech-
niques from different Thep dapp
such as Hardware Performance Counters (HPCs) for diagnosis, creating behavioral profiles
in the face of attacks and usual service usage. The proposed strategy supports delivering
reliable diagnoses with accurate characterization without third-party data sets. With the
proposed methodology, we were able to reduce HPCs by 26%, compared to the initial group.

h uses low-level resource

© 2021 Elsevier Ltd. All rights reserved.

U idade Federal de F buco, Brazil
ABSTRACT

Web service interruptions caused by DDoS (distributed denial of service) attacks have increased con-
siderably over the years, and intrusion detection systems (IDS) are not enough to detect threats on the
nerwork, even when us h

with intrusion; systems (IPS), taking into account the increase
of assets in the traffic path, where it creates unique points of failure in the system, and also taking into
account the use of data that contains information about normal traffic situations and attacks, where this
comparison and analysis can cost a significant amount of host resources, 10 try to guarantee the predic-
tion, detection, and mitigation of attacks in real-time or in time between detection and mitigation, being
crucial in harm reduction. This chapter presents an adaptive architecture that combines techniques,
methods, and tools from different segments to improve detection accuracy as well as the prediction and
mitigation of these threats and to show that it is capable of implementing a powerful architecture against
this type of threat, DDoS attacks.

DOI: 10.4018/978-1-7998-5728-0.ch025

Copyright © 2121, IGI Globsl. Copying or distributing in print o eloctromic forms withoss writien permission of IG1 Global is prohibited.
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Conclusodes

Resultados obtidos

e Desenvolvimento de uma metodologia ndo intrusiva para diagndstico de situagdes de
ataques de DDoS em servidores de segmento corporativo.

e Geragdo de perfis comportamentais de ataques de DDoS, através das caracteristicas
do sistema e da selegdo dos HPCs mais influentes.

e Utilizagcdo de vdrias técnicas estatisticas e de IA para andlises de dados do
diagndstico.
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Trabalhos Futuros

e Implementar os dados em um detector/classificador;

e Implementar mecanismos de mitigagdo;

e Estender os tipos de ataques;

e Estender os HPCs utilizados;

e Investigar a utilizagdo dos HPCs em outros ambientes;

e Andlises adicionais nas varidveis;

e Integrar com outras ferramentas de administragcdo de rede;

e Realizar andlises de Disponibilidade e Confiabilidade
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